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A bit of history

Enter the realm of NFS-like algorithms.

@ 1970’s: not many of the advanced factoring methods actually
had a complexity analysis.
The first L(1/2) formula appeared late.

© 1980: the limited effectiveness of Adleman’s method for
computing discrete logarithms didn’t seem so much of a
threat.
Adapting DLP-based cryptosystems to using [Fon seemed a
reasonable thing to do because of implementation ease.
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A bit of history

© 1984: Coppersmith algorithm [Cop84]:
The point of this paper is that this adaptation was ill-advised.
Special algorithm for DLP in F3,. Complexity Lyn[1/3, c].

© 1989: first works towards the Number Field Sieve for factoring
integers. 1993: Lenstra-Lenstra book [LL93].

© 1993: Gordon's algorithm for NFS-DL. Very awkward for
individual logarithms. Several further works.
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A bit of history

© 1984: Coppersmith algorithm [Cop84]:
The point of this paper is that this adaptation was ill-advised.
Special algorithm for DLP in F3,. Complexity Lyn[1/3, c].

© 1989: first works towards the Number Field Sieve for factoring
integers. 1993: Lenstra-Lenstra book [LL93].

© 1993: Gordon's algorithm for NFS-DL. Very awkward for
individual logarithms. Several further works.

Coppersmith’s algorithm really is a historical mark

@ It didn't seem at all clear at the time that Coppersmith’s
method was going to generalize to broader contexts.

© While Coppersmith’s method came with an inventive descent
algorithm, crafting this step for cousin DL algorithms took
years.
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Plan

NFS-DL
NFS-DL setting and headaches
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The NFS-DL setting

This commutative diagram is from the Number Field Sieve as a
factoring algorithm.

Z[x]

XHV XHQ

Z[m] Z]a]

pg tt modN\\ ,/cp,c:ou—>m mod N

Z/NZ,
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The «simple FFS» diagram

Recall the diagram we had.

Fa[x, y]
Res,(a — by, y—‘f/ \R(%S:x(a—by,x—g)
Falx, y]/(y Falx, y]/(x — &(¥))

\/
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What to reuse from our simple FFS example

Our toy FFS example has some peculiarities:

© These two roles of x and y are really situation specific;

@ The existence of two sides, however, is common with other
cases;

© The diagram will remain;
© The general algorithm framework will remain;
© Unfortunately objects become more complicated than mere

polynomials.

Of course, for attacking DL in IFp,, we will talk more about integers
than polynomials.
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Strategy

Goal: create relations modp as images by ring morphisms from
two different structures, linked by a commutative diagram.

NFS-DL: @ these ring morphisms come from number fields

© usually, we take one of these number fields to be Q.

This is exactly the same framework as for NFS (for factoring).
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Which structures do we choose?

Consider:

© a number field K = Q(«) defined by f(a) =0,
for f irreducible over Q and degf = d ;

© extra constraint: 3m € Z, f(m) =0 mod p.

Zla) — Fp,

This provides a ring morphism: { a +— mmod p.

The pair (f, m) is well suited for DL in Fp.
Broader NFS terminology refers to (f, g), with g = x — m.
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The NFS-DL setup

We have:

© a number field K = Q(«) defined by f(a) =0,
for f irreducible over Q and degf = d ;

© another irreducible polynomial g such that f and g have a
common root m mod p (example: g = x — m).

g defines the rational side, f defines the algebraic side.

Restating with the resultant

The following restatement can be useful.

f and g share a root modulo p < Resy(f,g) =0 mod p.

Choosing f and g is referred to as the polynomial selection step.
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Interlude: 1-liner for polynomial selection

There's an easy polynomial selection algorithm.
Imagine we aim at f of degree 6.
© Pick an integer m ~ p/7.
© Write the 7-coefficients expansion of p in base m:
p="fo+mh+mh+--+ mbf.
© Takeg=x—m, and f = fix'.

There's much more to it.

@ Coefficients are not always of even size;
® g is not necessarily monic;

© We have several ways to measure the quality of the
polynomial pairs, and pick the best ones.
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Structures

© f defines K = Q(«) (and the ring Z[a] C K).
© g defines Q, but in a fancy way (and the ring Z[m] C Q).

Ring morphisms

Since m is a root of both f and g modulo p:

) Zle] — Fp, A ozlm = F,,
Y T(@) = T(m)modp, 7% t — tmodp.

These morphisms are arrows inside a commutative diagram.

Note: having degg > 1 is allowed (moderately harder).
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The diagram

Z[x]

x»—)V x»—ux

Z|m] Z|a]

pg ittt modp\( ,/gof:om—>m mod p
Fp

This diagram commutes.
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Relations in NFS

Z[x]
¢(1);XH% \1<<2>;Ha
Z[m] Z]a]
pg it t modN ﬁf‘:aHm mod p
Z/pZ.
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Relations in NFS

Z[x]

40 ;XH%—bN@);Ha
a—bm Z[m] Zla]  a— ba
pg it t modN ﬁf:ar%m mod p
Z/pl,

same element

Take for example a — bx € Z[x]|. Suppose for a moment that:

© the integer a — bm is smooth: product of factor base primes;

© the algebraic integer a — ba is also a product.
© factors on both sides belong to a small set (factor base).

NFS collects many such “good pairs” (a, b).
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Collecting relations

Suppose factor bases are: ® {p1,...,pog} (rational),
® {m,...,mo9} (algebraic).

Good pairs could lead to:

a1 — bim = px x p; X p12 X pa2,
ay — bym = p1 X p3 X p3 X paz,

a3 — bam = p§ X py X p7 X p2,
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Collecting relations

Suppose factor bases are: ® {p1,...,pog} (rational),
© {m,...,moo} (algebraic).
Good pairs could lead to: and at the same time:

3 2. 2
ap — bim = po X py X p12 X p22,|a1 — bya = w1 X 73 X 7H X 73,

2 2
ax — bom = p1 X p3 X p5 X paz, |a2 — boav = T2 X Mg X 29,

6 4
a3—b3m:p1><p4><p7><p22, a3—b3oz:7T2><7T3><7T23,
This would turn into relations in F:

Gr(p1)® X dr(pa) X dr(pr) X Pr(p2z) = g(m2)* X dg(m3) X Pg(m23).
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Collecting relations

Suppose factor bases are: ® {pi,...
© {71'1, ..

Good pairs could lead to:

a1 — bim = py x p; X p12 X pa2,
a — bom = p1 X p3 X p2 X paz,

a3 — bsm = p§ X py X p7 X a2,

,Pog } (rational),

., o9} (algebraic).

and at the same time:

ai— ba=m ><7r§><7r§><7r35,

az—bza:Trz X 7T§ X 129,

a3—b3oz:7rg X T3 X 723,

This would turn into relations in F:

Gr(p1)® X dr(pa) X dr(pr) X Pr(p2z) = g(m2)* X dg(m3) X Pg(m23).

This is too rosy. Z[a] not a UFD.
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Living in number fields

The subring Z[a] lacks some desired properties.

© The "most Z-like" ring in K is the ring of integers Ok.

© Oy is unfortunately hard to compute in general, but can be
approximated.

© Even Ok lacks unique factorization.

© Instead, try to factor ideals into prime ideals.
© This also implies that Ok is not principal.
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Living in number fields

The subring Z[a] lacks some desired properties.

© The "most Z-like" ring in K is the ring of integers Ok.

© Oy is unfortunately hard to compute in general, but can be
approximated.

© Even Ok lacks unique factorization.

© Instead, try to factor ideals into prime ideals.
© This also implies that Ok is not principal.

Prime ideals in Ok are commonly written e.g. p,q, a, b.
© Most ideals can be written in a simple form:
p=(p,a—r).
© Computing the norm is a first step towards factoring, since:
Norm(ab) = Norm(a) Norm(b).
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When worst comes to worst

We can work it out — easily for NFS-factoring

Most of the annoying stuff can be swept under the carpet:

© We may pretend that we're not aware that Ok # Z[a];
© If the prime 7 factors in a monstrous way in Ok, just skip it;
© There's also some extra joy with units in Ok: ignore it;

© Factoring will still succeed with the help of characters.

Unfortunately, none of these shortcuts are valid for NFS-DL.
Short explanation:

© Linear algebra for NFS-factoring solves wM = 0.
Ignoring columns still gives «almost a solution», and characters can
be used to combine several of these [BLP93].

© Linear algebra for NFS-DL solves Mw = 0.
Ignoring columns of M irremediably destroys the solution.
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What it takes

Making explicit the complete art of overcoming obstructions in
NFS-DL needs some background, e.g. [Coh93].

Consider only the map number field — Fp:
(a — ba) factors as (e.g.) p1p2ps;
© (a— ba) is in Z[a]; it has a map down to F,, in the
commutative diagram.
© The p; do NOT !

Not being able to associate finite field elements to the elements
which appear in the factorization is a difficult point.
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Virtual logarithms

We turn the problem on its head.

Let S be the set of B-smooth non-zero elements in Z[a].
Let £ be a prime dividing p — 1.

Fact: S/S¢ is a finite dimensional [Fy-vector space.

How far is the factorization p1pops from identifying a — baw € $/5¢?

© We essentially miss the contribution of units;
© Using objects called Schirokauer maps [Sch93], we obtain:

5/5t +— V = ({valuation at small prime ideals} x {Schirokauer maps})

The log modulo £ is therefore a linear form V — Fy.
We aim at computing the coordinates of this linear form in the
dual basis of V/, called virtual logarithms [JL03, Sch05].
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NFS-DL

NFS-DL algorithm, for real
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NFS

Outline of the algorithm:

© Do the setup. Choose a factor base bound B ;

P Relation search

Pick pairs a, b for coprime integers a and b ;
© Expect a — bm to be a smooth integer ;
© Expect also the ideal (a — ba) to be smooth ;

© Compute Schirokauer maps. Do linear algebra to compute
virtual logarithms of factor base elements.

© Compute individual logarithms.
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Finding smooth a, b

Finding a, b such that a — bm is smooth: easily stated.

Finding a, b such that (a — ba))Ok is a smooth ideal:

© When [ = p$*---p¥, we have Norm [ = [];(Norm p;).

© Look at
Norm((a—ba)Ok) = Norm jg(a—ba) = biegff(a/b) (€ Z).
© If this norm is smooth, then (a — ba)Ok is a smooth ideal.

Each pair a, b meeting these conditions yields a relation.

For each relation, we focus on valuations at primes / prime ideals.
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Plan

NFS-DL

Rough analysis
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Analysis of NFS

We consider a, b bounded by L,[1/3], and B = L,[1/3].

Polynomials f and g can be chosen in various ways. Usual setup:

o [f] ~ Lof2/3] and deg f ~ (5282)""? = logig,, Lo[1/3].
© |gi| = Lp[2/3] and degg = 1.
We neglect the time for testing smoothness (see later).
Approximate sizes:
® a— bm=~ Ly[2/3];
© Norm(a — ba) = b%&ff(a/b) ~ L,[2/3].
Smoothness probability is thus L,[1/3].

~~ relation collection, linear algebra both in L,[1/3].
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With the constants

More precise complexity for NFS-DL in Fp:

e for arbitrary p: L,[1/3,(64/9)'/3] (same as GNFS);

o for exceptionally easy p: L,[1/3,(32/9)'/3] (same as SNFS).
Example of an easy p: 21120 4 2161 _ 1

Note that this complexity difference lies in the exponent.

This makes a big difference in practice.
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Plan

Computationally hard tasks in NFS
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Sieving

A possible way to check (a — ba) for smoothness:

© Consider all (a, b) in the search area, one after another.

© Either factor Norm(a — ba), and see if it is smooth;
© Or iterate though all relevant prime ideals p instead, and see if
they divide. Succeed if the total contribution matches the

norm.

Much better: sieving

© Decide beforehand of a sieving space: (a, b) within some area.
® “for each a, b, for each p, do" becomes “for each p, for each
a, b, do".
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Sieving, visually
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Sieving, visually
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Sieving, visually
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Computing all valuations at once

Fix a prime ideal p = (p,a — r).

The set of (a, b) such that p | (a — ba) is:
© the set of (a, b) such that a— br =0 mod p;
© or the Z-linear combinations of (p,0) and (r,1).

Line sieving algorithm: Fix a sieving area S = [—S,, S,] % [1, Sp).
We maintain an array T[a, b] indexed by a,b € S.

® For each p of norm < B, do:
© For each b < S, compute smallest as.t. a— br =0 mod p.
© While a < §,, do:
® Tla,b] + T[a,b] + logp,
® a< a+p.

© Do this also for prime powers (slightly harder).
@ For all a, b such that T[a, b] = log|f(a, b)|, we know that
f(a, b) = Norm(a — ba) is smooth.
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Tla, b] = log|f(a, b)| < f(a, b) smooth

For each p* (assuming we consider k up to co. In fact we don't):

© we have characterized the set S« = {(a, b), vp(f(a, b)) > k}.
© we have added log, p to T|[a, b] for each a, b in this set.

Thus eventually:

Tla,b] = > > logp|.

pEPB \ ks.t. (a,b)ESpk

ZZ( > |ogp>,
k, vp(f(a,b))>

pEPp (a b) >k
= Z vp(f(a, b)) logp,
pEPB

= log (B-smooth part of f(a, b)).
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Impact of sieving

Sieving has made a tremendous difference in the efficiency of
various factoring algorithms (e.g. QS).

@ In effect, this compensates the difficulty to test for
smoothness by factoring (since factoring is non trivial).

© Constants in the complexity would be larger if we were simply
using trial division to test for smoothness. Sieving is the best
technique to eliminate this extra cost.
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Sieving challenges

How can we parallelize sieving ?

© Imagine an immense sieve area S (e.g. total size 250
© We may split S in many zones of manageable size.

© Problem: the yield varies much. Need serious sampling across
S to assess the expected total yield reasonably.

© Diminishing returns.
Nontrivial computations in sieving:

© For each «line» (fixed b) in S, the computation of the first a
to sieve in the line costs a reduction modp.

Lattice sieving to the rescue.
Old idea (1993), but superiority demonstrated only after 2000.

Algorithmes de calcul de logarithme discret dans les corps finis
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Lattice sieving

Lattice sieving [Pol93] improves the special-g idea [DH84].
Consider q just above the factor base.
Only a few (%) points (a, b) € S satisfy q | (a — ba).

© Sieve only these points.

© A lattice structure: (a, b) = i(ao, bo) + Jj(a1, b1)-
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The set of (a, b) points to sieve

There's potential for being stupid in describing the good (a, b)'s.

Algorithmes de calcul de logarithme discret dans les corps finis 39/69



The set of (a, b) points to sieve

There's potential for being stupid in describing the good (a, b)'s.

@ It is much better to use a reduced basis.

© Enumeration within [—S,, S5] X [1, Sp] is cumbersome.
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The set of (a, b) points to sieve

There's potential for being stupid in describing the good (a, b)'s.

@ It is much better to use a reduced basis.
© Enumeration within [—S,, S5] X [1, Sp] is cumbersome.

© Consider a fixed (7, ) plane instead.
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Changing g

© We first do lattice sieving with some special-g;

© Later lattice sieving with another special-q reaches different
points in the (a, b) plane. (for the most part.)

© Because we fixed the (7, /) plane for efficiency reasons, we
actually traverse an are which is not exacly the (a, b) plane,
but most often close enough.
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Changing g
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© We first do lattice sieving with some special-g;

© Later lattice sieving with another special-q reaches different
points in the (a, b) plane. (for the most part.)

© Because we fixed the (7, /) plane for efficiency reasons, we

actually traverse an are which is not exacly the (a, b) plane,
but most often close enough.
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Lattice sieving benefits

© Forced factor in the norm improves the smoothness probability.

© Reduced lattice basis limits the expense of this constraint on
the size of (a, b).

© Sieved areas are smaller, and each is typically manageable on
a single node.

© Special-q provide an easy division of tasks, with (almost)
stable yield.

More implementation tricks:

© Franke-Kleinjung «sieving by vectorsy [FKO05].
© Bucket sieving.
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Lattice sieving: sieving by vectors a la F-K

Given a special-q and a reduced basis €, €], let lattice
Lq=1{(a,b) = iej + jei } .
Given a small prime p, consider now
L, ={(i,j),Norm(a — ba) =0 mod p}.

L, is a lattice in the (/,j) plane. Process all points of £, "R ).

@ If p is small, we have frequent hits: many within a given line
(j fixed).
® If p is very large, we have many lines with no hits !

© expensive per-line initialization (often to no avail), tests ;
© cache misses when accessing T[(/, )]
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Sieving by vectors (Franke-Kleinjung)

Within the (i, /) rectangle, we want to mark points where p divides.
For fast enumeration, we will use a slightly different basis.

. enumerated with ._/<\_
. . ° “—
.///)'

Writing L;, points w.r.t. this basis, we can enumerate with no
branches.

© This eliminates useless tests (actually all tests).

© But does nothing for cache misses.
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Bucket sieving

For cache misses: defer table updates with bucket sieving.

© When T|(/,/)] is about to be updated, don't do it.
Merely record the location (/,/) and the value (log p) in a list

L;j mod 256 called bucket.

© Once all (large) p's have been processed, process lists L; one
by one.

This is a huge win:

© First step (“fill buckets") only appends to lists L;. Contiguous
writes to 256 simultaneously advancing pointers.

© Second step (“apply buckets”) writes to smaller region in
memory. Very irregular writes in this area. Make it the size of
the L1 cache.
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Structure of a lattice sieving program

Recent factoring / NFS-DL computations have extensively used
lattice sieving.

© Whole work pool subdivided into tasks, one per special-q.

e Typically, the (i,/) rectangle has size 224 to 232. Processing
one special-q takes from seconds to minutes.

© For «smally factor base primes, do sieving by rows in the
(i,j)-plane;
© For «largen factor base primes, do sieving by vectors in the
(7,/)-plane, and bucket sieving.
@ Sometimes the reduced basis still looks awful, it is allowed to
ignore these.
© Millions/billions of special-q to consider. Group in batches.

© Different special-q yield almost always different (a, b), but
common points do exist (if (a — ba) is divisible by q1q2).
Getting rid of duplicates is necessary.
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Plan

Computationally hard tasks in NFS

Linear algebra
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Sparse linear algebra

Let M be an N x N matrix over a finite field K. We want to find:

we KNV st. Mw = 0.

© Factoring or DL: M is sparse: O(Iog2 N) non-zeroes per row.
© Factoring: K =T ; DL over F,: K =T, with £ | (p —1).
© Space complexity for storing M: O(N log? N).

Linear system solving:

© Gauss: time O(N3), space O(N?).
© Recursive, using matrix multiply: time O(N“), space O(N?):
© Strassen w = log, 7 = 2.81,
© Coppersmith-Winograd w = 2.38.
© Conjecturally w = 2, but the algorithm is yet to be stated.
(Cohn-Kleinberg-Szegedy-Umans, 2005).
© None of the options above exploit sparsity.
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Sparse linear algebra

For matrices arising from crypto contexts, fill-in cannot be
tolerated.

Some figures from RSA-768

© 192796550 rows/columns ;

© 27797 115920 non-zero coefficients.

© 105 gigabytes as a sparse matrix.

© >4000 terabytes as a dense bit matrix.

The matrix cannot be modified in the course of the computation.
We may only use black-box algorithms. No access to M itself.

vl\/l><v
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Can we do something with black boxes ?

An example in numerical analysis.

® Take a random vector v.

© lterate v < Mv/|Mv|.

[ Mv]
v

© If M has a dominant eigenvalue A, — Al

If we can do such things, no doubt we can do more.

We present two important black-box algorithms: @ Lanczos ;
© Wiedemann.
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Comparison with numerical world

Exact linear algebra differs much from linear algebra over C.

© No notion of approximate solution.
© No notion of convergence.

The matrices are not the same either:

(some PDE example) (a factoring matrix)
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Krylov subspace

Black-box algorithms are good at computing M*v.

Krylov subspace K,

We define Ky, = <v, My, ..., MKy, .. >

® Km, is a subspace of KN,

© Computing generating vectors is easily done with a loop.
© output v;
© v+ Myv;
© repeat.

© Lanczos (see [LO90]): mimick Gram-Schmidt on Ky, .
© Wiedemann: try to find the min. poly. of M on Ky, .
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anczos

Here K = Iy, with g large: “almost characteristic zero”.

© Will try to keep close to Gram-Schmidt orthogonalization.

© Build a symmetric matrix: let A =tMM
(A is never computed, but known as a black box !)

: f
© (pseudo-) scalar product associated to A: (u, v)a e uav.

© Note over a finite field, there are isotropic vectors (exercise:
find one !)

Gram-Schmidt orthogonalization process:

© build an orthogonal basis from an arbitrary one.

@ defined in characteristic zero for a real scalar product, but
making it work isn't too hard.
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Wiedemann

The Wiedemann algorithm [Wie86] is a different Krylov method.

@ It does not originate from numerical analysis ;

@ it does not require a symmetric matrix.

Suppose that we know the minimal polynomial iy of M.

© Write up = X v for some A > 1 (M assumed singular).
© Let z be a random vector.

e Compute w = vp(M)z. We have Prob(w = 0) ~ %.

© For some j € [1... )], we have M'w = 0 and M'~tw # 0.

Problem: compute .
Working with I, M, M?. ... is prohibitively expensive. Avoid !
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Wiedemann

Let x, y be arbitrary random vectors in KVN. Let:

ai=xM'y e K.

Properties of the sequence (a;);

© (a;); is linearly recurrent ;

© its generator divides [i.

Equivalently, the power series A(T) = . a;T' is a rational

fraction. Its denominator divides fips. In other words,

Am(T)A(T) € K[T].

Most important: ® O(N) terms suffice to compute the generator ;
© The generator does not differ much from jip.
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Rational reconstruction

Finding f, g such that A(T) = % is called rational
reconstruction.

~|

Thm. 2N terms are enough.
Proof: We know a rational form A = fy/gp exists with
deggo < N, degfy < N. Assume we obtain Ag; = f; + O(X?N),
with same degree bounds. Then fg1 — figo € O(X?") implies
equality.
Two ways to go:

@ (truncated) EEA with inputs X?V and A mod X2V,

© Berlekamp-Massey algorithm (from coding theory).

e Asymptotically fast versions in O(N log? N) available.
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Block algorithms

Block algorithms have been invented for factoring: linear algebra
over [Fp.
© Neither plain Wiedemann nor plain Lanczos work over [Fs.
© Furthermore, working with bit vectors is wasteful.
Idea: Replace K by a vector space K", for e.g. n = 64.
© Goal 1: bring probability of failure from % to 2794,

© Goal 2: achieve better computational efficiency.
Two algorithms:

® Block Lanczos [Mon95];
© Block Wiedemann [Cop94].
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Blocking factors

Instead of computing scalars txM'y (for vectors x and y), we use
blocks of vectors x and y, and compute:

a, = 'xM'y
which are small matrices.

The size of vector blocks x and y are called blocking parameters:

© blocking factor m: x € KN>m.
@ blocking factor n: y € KNxm,
© m = n =1 means the «normal» Wiedemann algorithm.

More information is embedded in a;, we expect to require the
computation of fewer iterates.

Indeed: ® Wiedemann: 2V iterates are necessary.
© Block Wiedemann: only ¥ 4 Y iterates (heavier).
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Second benefit of block algorithms

For DLP: @ base field for linear algebra larger than I,
@ we're not that much interested in efficient arithmetic
with 64 bit vectors at a time.

Idea remains: transform x and y into blocks of vectors x and vy,
and compute:
a; = 'xM'y

Important fact

Column k of a; can be computed with the black box only using
column k of a;_;.

The blocking parameters divide the work into independent
computations.
Computing the generator for the sequence a; is harder [Tho02b].
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Plan

History and setting

NFS-DL

Computationally hard tasks in NFS
Generalizations

NFS-DL/FFS Guinness book
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Finite fields F,» w.r.t. p and n

Fyn

log n

"Medium case"

log log p
N \

F
P Fields with similar bitsize

as we have log(nlog p) ~ constant
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Situation in 2006

log n p=Lp[1/3]
Fon FFS NFS-HD
p=Lp[2/3]
NFS
log log p
Fp

Algorithmes de calcul de logarithme discret dans les corps finis

61/69



Situation in 2006

log n approx. n = (log p)?

Fon FFS NFS-HD

approx. n = (log p)*/?

NFS

log log p
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The function field sieve

The same setting can be extended to other fields.

In the small characteristic case, our «easy FFS» example applies.
More generally, mimicking NFS-DL goes as [AdI94, AH99, JL02]:

The prime p in F, =Z/p7 becomes an irreducible polynomial:
Fon =Fa[t]/P(t).

Integers become polynomials in t.

Number fields become curves f(t, x) = 0.

Pairs a — bx become a(t) — xb(t).

Several mathematical difficulties are easier to overcome.

Because of finite field isomorphism, we have some freedom in
choosing a P we like.

© This leads an algorithm with complexity L,»[1/3,(32/9)/3]

© This is SNFS complexity.

© This is valid as long as p is small (< L[1/3]).
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Number field sieve for extensions

Until 2006, only L[1/2] algorithms were known to compute DL in
Fpn with L[1/3] < p < L[2/3].
Wanted: polynomials with a common root in Fpn.
Hint: in this setting, neither p nor n are extremely big: p < L[1/3].
Farily simple idea:

© Take f(x) of degree n, irreducible modulo p, with small

integer coefficients.
© Take g(x) = f(x)+ p.

All required conditions are met. This gives an L[1/3] algorithm.
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More to come

More recent work does some cleaning:

© Improve what happens on the boundaries p = L[1/3] and
p = L[2/3]; Improve some constants [BP14].

© Improve complexity for the small-ext-of-friendly-prime case
(application to pairings over BN or MNT curves) [JP14].
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Plan

History and setting

NFS-DL

Computationally hard tasks in NFS
Generalizations

NFS-DL/FFS Guinness book
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Records in [F,

© Early NFS-DL works: Weber [Web95];
© Long stream of achievement by Joux and Lercier,

following [JL0O3]: 110dd [JLO1], 120dd [JLO1b], 130dd [JLO5].
© More "do like factoring" approach: Kleinjung: 160dd [Kle07].

A 180dd record should appear soon.
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Records over binary fields

© Old records with Coppersmith’s method, which is a special
version of the Function Field Sieve: T.: 607 bits [Tho02].
© FFS records by Joux and Lercier (considerably more efficient
than Coppersmith’s algorithm in this range): 521 bits [JLO1c],
613 bits [JLO5b].
e Fall 2012: 619 bits [BBD"12] (roughly a day of work).
© About 160 core-hours of sieving.
© Linear algebra (18hrs) using graphics cards.

@ Spring 2013: 809 bits: Paper next week at PKC [BBD'14].
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Records in the medium range

The medium case has also been covered by Joux and Lercier.

e GF(65537%%) (~ 120dd) [JLO5c].
e GF(3708013%) (~ 168dd) [JLO5d].

® There, some tricks related to Galois action can be used.
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Available software

Many people don't release their code (Joux-Lercier, Kleinjung).

Everything done in Nancy is with the CADO-NFS software.

© Originally a factoring software;
@ Use for DL is more difficult, but there’'s some documentation.

http://cado-nfs.gforge.inria.fr/
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